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“Sanoatni boshqarish va ragamli texnologiyalar” kafedrasi katta o‘gituvchisi
ORCID: 0000-0002-2048-2946

Annotatsiya. Mazkur magolada fizik xavfsizlik nazorati tizimlari hamda ularning axborot infratuzilmasini himoya qilishdagi
ahamiyati tahlil gilingan. Tadgigot jarayonida fizik xavfsizlik vositalari, jumladan kirishni nazorat gilish tizimlari, video kuza-
tuv tizimlari va signalizatsiya vositalarining ishlash tamoyillari o‘rganildi. Amaliy gismda iSpy dasturi yordamida real vaqt
rejimida monitoring, harakatni aniglash va video yozib olish jarayonlari sinovdan o‘tkazildi. Olingan natijalar fizik xavfsizli-
kni dasturiy vositalar asosida samarali boshqarish va monitoring qilish imkoniyati mavjudligini ko‘rsatdi.

Kalit so‘zlar: fizik xavfsizlik, video kuzatuv, iSpy, monitoring, harakatni aniglash, CCTV, axborot xavfsizligi.

Abstract. This article analyzes physical security control systems and their role in protecting information infrastructure.
During the research process, physical security tools, including access control systems, video surveillance systems, and
alarm systems, were examined. In the practical section, real-time monitoring, motion detection, and video recording pro-
cesses were tested using the iSpy software. The obtained results demonstrated that physical security can be effectively
managed and monitored through software-based solutions.

Keywords: physical security, video surveillance, iSpy, monitoring, motion detection, CCTV, information security.

AHHOTaums. B JaHHoO cTaTbe npoaHanMa3MpoBaHbl CUCTEMbI (IM3UYECKOTO KOHTPOSS 6€30MacHOCTM 1 UX POSib B 3alLuUTe
MHPOPMAaLIMOHHOW MHGPACTPYKTYpbl. B xoge wccnegoBaHusi Gbiny M3ydeHbl CPeAcTBa (om3nyeckoi 6e3onacHocTy,
BKITHOYasi CUCTEMbl KOHTPOSS OOCTYMNa, CUCTEMbI BUAEOHABIMIOAEHUS] U CUrHaNM3aLUMOHHbIE CpeacTBa. B npakTuyeckon
4acTu C MUCMOSb30BaHMEM MPOrpaMMHOro obecneyeHust iSpy Gbinv NMPOTECTMPOBaHbI MPOLIECCHl MOHUTOPUHIA B PEXUMe
pearnbHOro BpEMEHW, OBHAaPY>KEeHUsI ABMXKEHUS U 3anucy Buaeo. MonyyeHHble pesynbTaThl Nokasanu, YTo cpeacTBaMu
nporpaMMHoOro o6ecrneyeHns MoXXHO 3PPEKTUBHO OCYLLECTBATb YNpaBneHne 1 MOHUTOPUHT (oU3nYeckol 6e30nacHOCTH.

KnioueBble crnoBa: dusnyeckass 6e30nacHOCTb, BuOeoHabnoaeHe, iSpy, MOHUTOPUHI, OBHapYyXeHWe OBWKEHWS,
CCTV, nHgpopmaumoHHast 6€30nacHOCTb.

KIRISH

Zamonaviy axborot tizimlari va infratuzilmalar xavfsizligini ta’'minlashda fizik xavfsizlik muhim o'rin
egallaydi. Fizik xavfsizlik nazorati — bu axborot resurslari, texnik vositalar va infratuzilmalarni ruxsatsiz kirish,
zarar yetkazish yoki yo'q qgilish kabi jismoniy tahdidlardan himoya gilishga qaratilgan chora-tadbirlar majmui
hisoblanadi.

Fizik xavfsizlikni ta’'minlashda to‘siq nazorati, kirishni nazorat qilish tizimlari, video kuzatuv vositalari,
signalizatsiya va yoritish tizimlari keng qo‘llaniladi. Ushbu tizimlar o‘zaro integratsiyalashgan holda faoliyat
yuritib, “mudofaaning chuqurlashtiriigan prinsipi” (Defense in Depth)ni amalga oshiradi. Mazkur prinsip
tahdidlarni bir nechta himoya gatlamlari orgali aniglash va bartaraf etishga xizmat qgiladi.

Fizik xavfsizlik auditining asosiy bosqichlari quyidagi tartibda amalga oshiriladi:

1. Tayyorgarlik bosgichi — ushbu bosgichda auditning magsadi va doirasi belgilanadi, audit guruhi
shakllantiriladi hamda zarur hujjatlar va texnik vositalar tayyorlanadi.

2. Baholash bosgichi — mazkur bosqgichda obyekt ko'zdan kechiriladi, fizik nazorat vositalarining holati
tekshiriladi, xodimlar bilan suhbatlar o‘tkaziladi hamda amaldagi siyosat va protseduralar tahlil gilinadi.

3. Testlash bosqichi — ushbu bosgichda kirishni nazorat qilish tizimlari sinovdan o‘tkaziladi, signalizatsiya
va video kuzatuv tizimlarining ishlash holati tekshiriladi, shuningdek favqulodda vaziyatlarga javob berish
darajasi baholanadi.

3. Hisobot bosgichi — yakuniy bosgich hisoblanib, unda aniglangan zaifliklar ro‘yxatga olinadi, xavf darajasi
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baholanadi hamda tavsiyalar va takomillashtirish choralarini ishlab chigish ishlari amalga oshiriladi (1-jadval).

1-jadval
Fizik xavfsizlik nazoratining asosiy turlari?
Nazorat turi Vazifasi Misollar
To'siq nazorati Ruxsatsiz kirishning oldini olish Devorlar, panjaralar, darvozalar, to'siglar
Kirish nazorati Faqat vakolatli shaxslarga ruxsat berish RFID kartalar, biometriya, PIN-kodlar, kalitiar
Kuzatuv nazorati Faoliyatni qayd etish va monitoring CCTV kameralar, harakat sensorlari
. , . , . . Harakat detektorlari, eshik sensorlari, shovqin
Signalizatsiya Tahdid aniglanganda ogohlantirish detektorlari
Yoritish nazorati Ko'rish sharoitini ya?(shllash va to'siq Tashqi/ichki yoritish, favqulodda yoritish
yaratish
Hujjat va Z;;:;)nalar yo'q Maxfiy ma lumotlagl":ig? tarqalishini oldini Shredderlar. disk o'chirish dasturlari

MAVZUGA OID ADABIYOTLAR SHARHI

Fizik xavfsizlik va axborot infratuzilmasini himoya qilish masalalari so‘nggi vyillarda xorijiy va mahalliy
tadqgiqotchilar tomonidan keng o‘rganilmoqgda. Aynigsa, ragamli texnologiyalarning jadal rivojlanishi natijasida
video kuzatuv tizimlari, kirishni nazorat qilish vositalari hamda intellektual monitoring dasturlarining ahamiyati
tobora ortib bormoqgda.

Xorijiy olimlardan Ross Anderson ning Security Engineering: A Guide to Building Dependable Distributed
Systems asarida fizik xavfsizlik axborot xavfsizligining muhim tarkibiy gismi sifatida ko‘rib chiqilib, xavfsizlikni
kompleks tarzda ta’minlash masalalari batafsil tahlil gilingan. Muallif fizik himoya vositalari, kuzatuv tizimlari va
kirishni nazorat qilish mexanizmlarining axborot tizimlari bargarorligini ta’minlashdagi o‘rnini alohida yoritadi.

Shuningdek, William Stallings ning Cryptography and Network Security nomli asarida kirishni nazorat
qgilish, kuzatuv tizimlari hamda autentifikatsiya mexanizmlarining axborot tizimlarini himoya qgilishdagi ahamiyati
keng tahlil etilgan. Asarda xavfsizlikning texnik va tashkiliy jihatlari o'’zaro bog‘liq holda yoritilib, monitoring
tizimlarining zamonaviy axborot xavfsizligidagi roli asoslab berilgan.

TADQIQOT METODOLOGIYASI

Tadqiqgot jarayonida fizik xavfsizlikni baholash International Organization for Standardization standartining
Annex A.11 talablariga asoslangan holda amalga oshirildi. Tadgigot metodologiyasi tayyorgarlik, baholash,
testlash va hisobot tayyorlash bosqichlarini o'z ichiga oldi.

Amaliy gismda ochiq kodli video kuzatuv dasturi — iSpy qo‘llanildi. Mazkur dastur IP kameralar va veb-
kameralar orqali real vaqt rejimida monitoringni tashkil etish imkonini beradi.

Tadgigot davomida quyidagi texnik vositalardan foydalanildi:

*  shaxsiy kompyuter;

* IP yoki USB kamera;

*  iSpy dasturi;

* lokal tarmoq (Wi-Fi yoki LAN).

TAHLIL VA NATIJALAR

iSpy — bu ochiq kodli video kuzatuv dasturi bo'lib, u IP kameralar, veb-kameralar va mikrofonlar orqali real
vaqt monitoringi hamda video yozib olish imkoniyatini tagdim etadi.

Dastur quyidagi asosiy funksional imkoniyatlarga ega:

real vaqt rejimida video kuzatuv;

harakatni aniglash (motion detection);

1 Muallif ishlanmasi
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video yozib olish;

masofadan monitoring qilish.

1-bosqich: iSpy dasturini o‘rnatish

Dastlab iSpy rasmiy sayti orqali dastur yuklab olinadi. Shundan so‘ng o‘rnatish (Install) jarayoni yakunlanib,
dastur ishga tushiriladi (1-rasm).

[E Getting Started = B &

Getting Started Top Tips Resources Community

Welcome to iSpy!

To get started click on Add and select Local Camera
on the top menu bar. Once you have added a
camera or microphone you can click and drag fo
move them around or to resize

Get iSpyPRO!

« Read our full user guide
= Install plugins

New web interface
Stacks of new features

Note: access this guide at any time from Help-> Show Getting Started

Show geting sted. (7] (ol z)

1-rasm. iSpy dasturi ishchi oynasi?

2-bosqich: Kamera qo‘shish

Kuzatuv kamerasini tizimga ulash uchun dastur interfeysida joylashgan “Add” — “Camera” tugmalari
bosiladi. Shundan so‘ng foydalanilayotgan qurilma turiga garab kamera tanlanadi. Dastur IP kamera yoki USB
kameralarni qo‘llab-quvvatlaydi.

Agar IP kamera ishlatilayotgan bo‘lsa, kameraning IP manzili va ulanish parametrlari kiritiladi. USB kamera
holatida esa tizim kamerani avtomatik aniglaydi. Kamera sozlamalari kiritigandan so‘ng, ulanish holatini
tekshirish uchun “Test” tugmasi bosiladi (2-rasm).

Connect to IP Cameras E
IP Address ._152-1'53-1-24 Part m :' Or find your device
Adaptor :-NI Adaptors v- Device MAC "
pt : j IP Address  Port Mome WebServer y o

Ports (HTTP Onby} | 80,8080 | 152.168.1.... |80 | BRWOO1B... |(debut/1.20 |00-1b-2%..
lm 15216812 |80 | Urlkenown Metwave | |00-0dch- .
: ; 152.168.1.3 |80 Unknown GoAhead-... |00-11464...
152.168.1.1 (80 Unknown 00-8242-8...
Click scan then select your IP camera from 132163.1.3 | 8080 Unknown  |yes 0011464,
the lst 192.168.1.... | 8080 \Unknown |yes d0-22be-...

132.163:1.... | 8080 Unkniown

Scanner = Scanner Inactive

2-rasm.Kamera qo‘shish jarayoni?

2 Muallif ishlanmasi
3 Muallif ishlanmasi
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Select Camera type and configure settings

Choose the type of camera
() IP Camera @ Webcam

Camera settings
Webcams and attached USE cameras will be displayed in the Camera Model list:
Camara Modsl: PV TouchCam N1 -
[rsplay name: FV TouchCam M1
[C] Rgiate videoby: | 180 5~ degrees

[¥] Smart fit camera in window (i)

Preview

.

Micrephone.., -

P

Camem propedties Video propestiss

ok ][ Cancd |

3-rasm. Kamerani tanlash va sozlash jarayoni*.
Edit Camera (ID: 1, DIR: RAGVQ) - o lEM |

Advv. Properties Inpats Options

MNarme Camera-Voordeur

Groups Help
[ Camera Active

Transform Rotate MNore Flip Mone ~

Timestamp FPS: (FPS) {0:G) ~

Masi image |

Picture In Pictune

Mezomuen Framerste 10 - When Recording 10 =
Microphone
Microphone | 5 Camera 0 {(FFMPEG) mac Heip

[ sgnore Audio

Talkc

Camera Model | Mone - Gettirirn

IF Address Port 80 =
Usermames Passwond

Exit thi= to enable alets and recording

4-rasm. Kengaytirilgan sozlash jarayoni®.

4 Muallif ishlanmasi
5 Muallif ishlanmasi
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Connect to IP Cameras

(@ Listed

Scanner » QK

Manufacturer

Maodel

IP Webcam (Android

IP Webcam (Android
IP Webcam Android
IP Webcam EVO 3D
IP Wirglesz Camera

IP WirelessWired Camera
ip/networ wifi camera
IP_CAMERA

IP112

IP-300PTW
IP3393Pv2

IP400

|P-402E

IP4112POE

ipe33

IPE7SEP

iPad IPCamera

ipad2

| Cther

Get Latest List

Met

5-rasm. IP kameraga ulanish jarayoni®.

3-bosqgich: Real vagt monitoring
Monitoring jarayoni kamera tizimga muvaffagiyatli ulangandan so‘ng amalga oshiriladi. Kamera faol

holatga kelgach, dastur oynasida real vaqt rejimidagi video tasviri namoyon bo‘ladi. Shu bilan birga, tizimga
bir nechta kameralarni qo‘shish imkoniyati ham mavjud bo‘lib, bu kengroq hududni bir vagtning o‘zida nazorat

gilish imkonini beradi.
Monitoring oynasi orqali foydalanuvchi barcha ulangan kameralar faoliyatini kuzatishi, tasvirlarni nazorat

qgilishi va zarur holatlarda tezkor choralar ko‘rishi mumkin (6-rasm).

& Spy w1011
Eile  fidd Veew Owptions Help

=] — =

6-rasm. Ulangan kameralarning dasturda ko‘rinishi’

7
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# Sacanty bpr
Hs e Toch Hep

9 & o O .° ©

Agd Camers  Rpmowe Seiected B Selacied  Shael Mendoring  Slerl Rdconding Web Bcoems Foll Sorea

el B e 1Ls0 Frogeem & iarmd ane coviquied
2aLET ki) L & oyt il

5 % B

Tamers Lapol MeSe Flyer  Gerersl Sengs  Mamal

7-rasm. Kameralar sozlamalari®

8-rasm. Kameralardagi videokuzatuvlar oynasi’

4-bosgich: Harakatni aniglash (Motion Detection) jarayonini sozlash

Harakatni aniglash funksiyasini sozlash uchun dasturdagi kamera sozlamalariga kiriladi. Sozlamalar

oynasida joylashgan “Motion Detection” bo‘limi tanlanadi.

Ushbu bo'lim orqali kamera kuzatuv hududida harakat sodir bo‘lganda avtomatik ravishda aniglash
funksiyasi faollashtiriladi. Foydalanuvchi harakat sezgirligi darajasini belgilashi, kuzatiladigan hududni tanlashi
hamda aniglangan harakatga nisbatan bajariladigan amallarni sozlashi mumkin (9-rasm).
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Edit Camera (ID: 3, DIR: QZDZW) ==
I Camera || Motion Bistection ;| Alens | Recording | PTZ | FTP | YouTube | Scheduling —‘I
Detector
Use Detector ITwo Frames vI Usage Tips...
Sensitivity k n 20
Display Style [None % | - Tracking
Process Ewvery frames Keep Edages
[¥] Supress Maise

Detection Zones

Clear All

* Click and drag to
draw out rectangles

Exit this to enable alerts and recording Back ] [ Mext ] [ Finish

9-rasm. “Motion Detection” boTimi™

Keyingi bosqichda harakatni aniglash sezgirligi (sensitivity level) mos ravishda sozlanadi. Ushbu sozlama
kamera tasviridagi harakatlarga nisbatan tizimning ganchalik tez va aniq javob berishini belgilaydi. Sezgirlik
darajasi foydalanuvchi ehtiyojiga garab yuqori yoki past giymatlarda tanlanishi mumkin.

Shundan so‘ng, harakat aniglangan vaqtda avtomatik video yozib olish funksiyasi faollashtiriladi (10-rasm).

10-rasm. Harakat aniglanganda yozish funksiyasi yoqilishi'!
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5-bosgich: Video yozib olish
Video yozib olish jarayonini amalga oshirish uchun dastur interfeysida joylashgan “Record” funksiyasi

faollashtiriladi. Shundan so‘ng yozib olinayotgan videolarni saglash uchun tegishli “Save” tugmasi bosiladi (11-
rasm).

. : .
Edit Camera Settings u

| Detection | Privacy | Recording | alarm | Motifications | scheduler | Effects

On motion detection, record videos in AVI / MPEG-4 format

Quality: [ Configure Codec... ]

after last motion event, continue recording for 10

On motion detection, take snapshots in JPEG format

Quality: | El

Take snapshot every 2 :;: seconds for next

Configure output directory for video and snapshots. ..

Vizard ] [ oK | [ cancel

Mo Reccedng @ Recoed on Movement Detection ) Record on Aen
I Recording Seftings
Max. Caiitration Delay (15 5 seconds  Buffer a [5] seconds
Ihactnity Record 8 - seconds  Max Recond Time |900 [ seconds
Cuakty V] Automabe
Frofle | H268 MP4 (Natve Rescition Vanabie Framerate} -
Trgger Recording | None -]

M wihes e

Exit this to enabls slaifa and recording

| )

12-rasm. “Record” funksiyasini sozlash®?
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Camera | Motion Detection | Aletts | Recording | PTZ  |{ Save Frames/ FTF || YouTube | Scheduing |

[C] FTP Enabled

fps F 121 -

Passive Mode

myivecamerafeed jpg

Test Script to render thiz image on your website is available here

[ Local Saving Enabled Open Local Folder

Dyy-MM-dd_ HH-mm-ss_fff} ipg

Save/ Upload
Upload On... (@) Motion Detection ) Mens

() Interval 10 =] seconds
Chuality

Oveday Text | www ispyconnect .com

Counter Max |20 =

Exit this to enable alerts and recording Haip Back | Mest Finash

13-rasm. Yozilgan videoni saqlash*

6-bosqich: Xavfsizlikni baholash

Mazkur bosqgichda tizimning umumiy ishlash holati va xavfsizlik darajasi baholanadi. Baholash jarayonida
quyidagi mezonlar asosida tekshiruv ishlari amalga oshiriladi:

»  kamera qurilmasining ishlash holati;

»  video tasvir sifati;

* harakatni aniglash funksiyasining ishlash samaradorligi;
» ruxsatsiz kirish holatlarining mavjudligi.

Ushbu tekshiruvlar orgali fizik xavfsizlik tizimining bargaror ishlashi, monitoring sifati va xavfsizlik darajasi
aniglanadi.

Tadqiqot natijalari tahliliga ko‘ra, iSpy dasturi muvaffagiyatli o‘rnatildi va kuzatuv kamerasi tizimga
integratsiya qilindi. Real vaqt rejimidagi monitoring samarali tashkil etildi hamda bir nechta kameralarni bir
vaqgtning o‘zida boshgarish imkoniyati yaratildi.

Harakatni aniglash (Motion Detection) funksiyasi muvaffagiyatli sozlandi va obyekt hududida har ganday
harakat sodir bo‘lganda tizim avtomatik ravishda video yozishni boshlashi kuzatildi. Ushbu imkoniyat fizik
xavfsizlikni ta’'minlash va xavfli holatlarga tezkor javob gaytarishda muhim ahamiyat kasb etadi.

Video yozib olish funksiyasi ham amaliy sinovdan o‘tkazildi. Natijada yozilgan fayllarni saqlash, qayta
ko'rish va arxivlash imkoniyati mavjudligi tasdiglandi. Shuningdek, tizim yordamida ruxsatsiz kirish holatlarini
aniglash va nazorat gilish imkoniyatlari samarali ishlashi aniglandi.

XULOSA VA TAKLIFLAR

Tadqiqot natijalari fizik xavfsizlik tizimlarini dasturiy vositalar bilan integratsiyalash samarali natija berishini
tasdigladi. iSpy dasturi sodda va qulay interfeysga ega bo'lib, kichik va o‘rta hajmdagi obyektlarda samarali
video kuzatuv va monitoring tizimini tashkil etish imkoniyatini yaratadi. Dastur yordamida real vaqt monitoringini
amalga oshirish, harakatni aniglash, video yozib olish hamda ruxsatsiz kirish holatlarini nazorat qilish imkoniyati
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mavjudligi amaliy jihatdan tasdiglandi.

Shu bilan birga, tizim samaradorligi kuzatuv kameralarining texnik sifati, tarmoq tezligi va dastur
sozlamalarining to‘g‘ri amalga oshirilishiga bevosita bog'liq ekanligi aniglandi. Monitoring tizimining uzluksiz va
bargaror ishlashi uchun yuqori sifatli qurilmalar hamda ishonchli tarmoq infratuzilmasidan foydalanish muhim
ahamiyatga ega.

Fizik xavfsizlik darajasini yanada oshirish magsadida video kuzatuv tizimlarini biometrik kirishni nazorat
gilish vositalari, signalizatsiya tizimlari va yong‘in xavfsizligi tizimlari bilan integratsiyalash tavsiya etiladi.
Bunday yondashuv kompleks xavfsizlik muhitini shakllantirish va tahdidlarga tezkor javob qaytarish imkoniyatini
kengaytiradi.

Kelgusida fizik xavfsizlik tizimlarini sun’iy intellekt asosidagi tahliliy vositalar bilan boyitish, avtomatik
tahdidlarni aniglash hamda real vaqt rejimida ogohlantirish tizimlarini rivojlantirish istigbolli yo‘nalishlardan
biri hisoblanadi. Shu orgali xavfsizlik monitoringi jarayonlarini avtomatlashtirish, inson omiliga bog'liq xatolarni
kamaytirish va axborot infratuzilmasining himoya darajasini yanada kuchaytirish mumkin bo‘ladi.
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